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Document Change History

This section identifies all changes that have been incorporated into the Avaya Wireless
LAN Client Setup Procedures since the original version.

Date Version Number Change Description
September 25, 2003 1.0 Original Version
October 29, 2003 1.1 Update “Introduction”. Add

“Wireless Authentication
Overview” and guest SSID
and WEP key instructions.

January 20, 2004 1.2 Use Key #1 for WEP
encryption key and transmit
key for NIH users.

February 24, 2004 1.3 Update section 3.3
“Configuring Wireless
Access Using Client
Manager”.
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1 Introduction

The National Institutes of Health (NIH) provides wireless access to NIH local area
networks (LANs) at the Bethesda campus and certain off-campus locations. A wireless
LAN is a flexible data communications system implemented as an extension to, or as an
alternative for, a wired LAN. Using radio frequency (RF) technology, wireless LANs
transmit and receive data over the air, minimizing the need for wired connections.

The NIH wireless LAN allows a multi-vendor environment. It is configured to use client
adapters and access points from multiple vendors, so that any user’s client adapter card
can communicate with any vendor’s access point, providing a seamless wireless network.
The wireless LAN uses NIH-wide standard encryption standards as recommended by the
National Institute of Standards and Technology (NIST). This ensures privacy of data, as
required by the Health Insurance Portability and Accountability Act (HIPAA) of 1996.

1.1 Purpose

This document provides standard operating procedures for installing and configuring the
Avaya wireless client adapter driver for Windows (2000, NT, and XP) and Macintosh,
and the Client Manager for Windows 2000, NT, and XP.

1.2 Scope

This document explains how to do the following tasks:

e Install the wireless client adapter driver

e Upgrade the wireless client adapter driver (where necessary)
e Install the Client Manager (not necessary for Macintosh)

e Configure wireless access for NIH user and guest/patient areas

1.3 Audience

These procedures are intended for LAN Administrators.

1.4 Materials Needed
To set up wireless access for Avaya wireless adapters you will need the following:
e ORINOCO wireless client adapter card

¢ ORINOCO wireless client adapter driver: on CD-ROM or downloaded from the NIH
Information Systems Dedicated Procurement (iISDP) Wireless LAN software page.
On the software page go to “Avaya -- 802.11b Card” or “Avaya -- Platinum
802.11a-b Card” (as appropriate) and click the appropriate link for the operating
system.

New Wireless Client Adapter Driver Version: Variant 2 Version: 7.62
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e ORINOCO Client Manager (on CD-ROM or downloaded from the iSDP Wireless
LAN software page. Note: A separate Client Manager is not required for Macintosh.

New Client Manager Software Version: Variant 1 Version: 2.92

1.5 Wireless Authentication Overview

In the NIH wireless LAN environment the various vendors’ client adapters, client
utilities, and access points are configured to communicate using the NIH standard secure
access method. Two means are employed to secure data: 128-bit Wired Equivalent
Privacy (WEP) encryption is used when the link is established between the wireless client
and the access point. Virtual Private Networking (VPN) with Advanced Encryption
Standard (AES) 256 bit or Triple Data Encryption Standard (3DES) 168 bit (depending
on the client adapter used) is employed to encrypt NIH user data.

When the user turns on the computer, the wireless adapter tries to associate with the AP
via WEP key and Service Set Identifier (SSID), and sends a Dynamic Host Configuration
Protocol (DHCP) request to obtain an IP address from the DHCP server. The VPN client
then connects to the VPN concentrator and the user signs on using the NT domain
(Active Directory) credentials.

Users who are NIH employees authenticate through a VPN concentrator. NIH guests or
patients authenticate through Wireless Gateway servers using assigned user names and
passwords. Wireless Gateway-authenticated users have very limited Internet access,
while VPN users have the same network access as wired users. Note: At the
“Demilitarized Zone” (DMZ), security checks are applied to all traffic. If users do not
authenticate through VPN or Wireless Gateway, their packets will be dropped at the
wireless DMZ.

Authentication for NIH users connecting through the wireless LAN is the same as for
users connecting via the wired network. The wireless VPN servers and Wireless Gateway
participate in the single sign-on process, so that the same password is used to log on to
both the wireless and wired networks.

The NIH wireless LAN is illustrated in Figure 1.
Figure 1. NIH Wireless LAN Overview

Optional IC-specific
VPN Devices

VPN

Wireless Access
Point (AP)

ﬁ On-ramp,

Router

VPN

] Centrally located
Redundant
VPN Devices
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2 Windows 2000

In order for the ORINOCO wireless adapter card to connect to the wireless LAN, the
wireless client adapter driver and the Client Manager must be installed on the laptop. In
Windows 2000 a wireless client adapter driver provided by Microsoft is installed
automatically when you insert the ORINOCO Wireless Adapter card. After this is done
you must upgrade to the newer version of the driver provided by Avaya. Finally, you
install the Client Manager and configure it for wireless access.

2.1 Installing and Upgrading the Wireless Client Adapter Driver
Install and update the client adapter driver for Windows 2000 as follows.

2.1.1 Installing Microsoft driver

Follow these steps to install the native (Microsoft) client adapter driver for Windows
2000.

1. Insert the ORINOCO Wireless Adapter into the PCMCIA slot. Windows 2000 will
detect this adapter and automatically install the native wireless adapter driver. The
Found New Hardware window is displayed (Figure 2).

Figure 2. Found New Hardware Window

Found Mew Hardware

Lucent_T echnologies WawvelLAN/EEE

2. After the native driver is installed, the System Settings Change window is displayed
automatically to ask you to restart the computer (Figure 3).

Figure 3. System Settings Change Window

System Settings Change 5[

@ Windows 2000 has Finished instaling new devices. You must restart vour computer befare the new settings will take
effect,

Do you wwank Eo restark your computer nows

3. Click Yes to restart.

2.1.2 Upgrading to Avaya driver
Follow these steps to upgrade to the new driver version provided by Avaya.

1. After Windows restarts, click Start — Settings — Network and Dial-up
Connections. The Network and Dial-up Connections window is displayed (Figure
4).
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Figure 4. Network and Dial-up Connections Window

E1 MNetwork and Dial-up Connections

File Edit Wiew Favorites Tools  Advanced

Help

=10l x|

4= Back - = - | ‘Dhsearch  [YFolders £4 | B L3 x w | e

Address I metwork and Dial-up Connections

j .f'{)GD

W —

L ==
- Make MNew
Network and Dial- Connection

up Connections

This Folder contains network,
connections for this compuker, and
a wizard to help vou create a new
canneckion.

To create a new connection, click vl

= mi

i i
Local Area Local Area
Connection  Connection 4

|3 objectis)

4

2. Double click one of the Local Area Connection icons. The Local Area Connection

Properties window is displayed (Figure 5).

Figure S. Local Area Connection Properties Window

Local Area Connection 4 Properties

General | Sharing |

Connect using:

I BE "Wavel AMN/EEE PC Card [ valt)

Components checked are uged by this connection;
Deterministic Metwork Enhancer

File and Printer Sharing for Microzoft Metwarks
% Intemet Protocal (TCP/P)

2 x|

Inztall... Uninztall Properties
r— Dezcription
Allows your computer to access resources on a Microgoft
nietwork.
[~ Show icon in taskbar when connected
ak | Cancel |

On the General tab make sure that the Connect using box contains:

WaveLAN/IEEE PC Card
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If it does not, you must Cancel and go back to the Network and Dial-up

Connections window (Figure 4) and double click a different Local Area Connection
icon.

3. Click the Configure button. The WaveLAN/IEEE PC Card Properties window is
displayed (Figure 6).

Figure 6. WaveLAN/IEEE PC Card Properties Window

General |.-’-‘-.c|vanc:ec|| Dirivver I F!esourc:esl

WwhavelaMAEEE PC Card [3 walt]

Device type: Metwork adapters
 arwfactLrer: Lucent Technologies
Location: CardBus Slot 0

—Device status

Thiz device iz working properly. ;I

|F pou are having problems with this device, click Troublezhooter to
start the troubleshooter.

i Troubleshoater.,

Device uzage:
IUse thiz device [enable] j

4. Click the Driver tab.

5. Click the Update Driver button. The Upgrade Device Driver Wizard window is
displayed (Figure 7).
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Figure 7. Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard

N Welcome to the Upgrade Deyvice
\?\ Driver Wizard

This wizard helpz pou upgrade a device driver for a
hardware device.

To continue, click Mest.

< Hack

Cancel |

6. Click Next. The Install Hardware Device Drivers window is displayed (Figure 8).

Figure 8. Install Hardware Device Drivers Window

Upgrade Device Driver Wizard

Install Hardware Device Drivers o
A device driver ig a software program that enables a hardware device to work with
&n operating system,

Thiz wizard upgrades drivers for the following hardware device:

WwavelLANAEEE PC Card [5 volt]

Upgrading to a newer version of a device driver may add functionality to or improve the
performance of thiz device.

Wwhat do you want the wizard to do?

{* iSearch for a suitable diver for my device [recommended;

" Display alist of the known drivers for this device so that | can choose a specific
driver

¢ Back I Mext > I Cancel |

7. Select Search for a suitable driver for my device (recommended).

8. Click Next. The Locate Driver Files window is displayed (Figure 9). Under
Optional search locations several choices are listed for the new driver.
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Figure 9. Locate Driver Files Window

Upgrade Device Driver Wizard

Locate Driver Files
where da you want Windows to zearch for driver files?

Search faor driver filez for the following hardware device:

WavelAMAEEE PC Card [5 walt)

The wizard searches for suitable drivers inits driver databasze an your computer and in

any of the following optional search locations that you specify.

To gtart the gearch, click Mexst. [f you are searching on a floppy disk or CD-ROM drive,

insert the flappy disk ar CD befare clicking Mest.

Optional gearch locations:
I™ | Floppy disk diives

5
¥ Specify a location
[T Microsoft wWindows Update

< Back

I MHext = I

Cancel

9. Uncheck the Microsoft Windows Update checkbox.

10. Select the appropriate option as follows:

a. Check the CD-ROM drives checkbox if you plan to install the new driver from a

CD-ROM. Otherwise, uncheck this box.

b. Check the Specify a location checkbox if the new driver is downloaded and

stored on the hard disk of your computer.

11. Click Next. The Upgrade Device Driver Wizard window is displayed (Figure 10).
Figure 10. Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard

Ingert the manufacturer's installation disk into the drive
zelected, and then clck OF.

=

Copyp manufacturer's files from:

LS oftwaretClient-Adapter-Diive

W in2KMPE Care

X
_ Concel |

Cancel

Browsze...

U

12. Click Browse and locate the new driver in the Locate File window (Figure 11).
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Figure 11. Locate File Window

Look jm: | =5 PC Card - ® &5 ER-
Histary
m Desktop
@ My Documents
@‘ ty Computer
= Local Disk [C:]
[ wireless
[T Aviars,
7 Saftware
[Z Client-4dapter-Drivers
[ win2k,

@ Compact Dizc (D]

Wy Metwark Places

File name: IWL.&GSfiSB.INF j Open

Files of type: ISetup Infarmation [ inf) ;I Cancel |

13. Click Open. The Upgrade Device Driver Wizard window is displayed (Figure 12).
Figure 12. Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard
|nzert the manufacturer's installabion disk inta the dive 0k |
g zelected, and then click OF.

Cancel |

x

Copy manufacturer's files from:

|c:xWiremsswﬁYmsc.ftwareamient-ﬂdapter-nriue |

14. Click OK. The Driver Files Search Results window is displayed (Figure 13).
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Figure 13. Driver Files Search Results Window

Upgrade Device Driver Wizard

Driver Files Search Reszults L
The wizard has finizhed zearching far driver files for your hardware device.

The wizard found a driver for the following dewvice:

wiavel AM/EEE PC Card [5 wolt]

‘windows found a driver that iz a closer match for this device than pour current driver.
To install the driver Windows found, click MNest.

E c:wwirelesshavapatsoftwarehclient-adapter-drvershwinZkhpo cardvwlags48b. inf

The wizard alsa found ather drivers that are suitable for thiz device. To view a list of
these drivers or install one of these drivers, select the following check box, and then click
Mest.

[ Install one of the other drivers

< Back Cancel |

15. Click Next. Windows installs the new driver. After the installation, the Completing
the Upgrade Device Driver Wizard window is displayed (Figure 14).

Figure 14. Completing the Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard

Completing the Upgrade Device
% Driver Wizard
35

ORIMOCO PC Card [ wolt])

Windows has finizshed inztalling the softweare for this device.

To close this wizard. click Finish.

< Back Cancel |

16. Click Finish. The ORINOCO PC Card Properties window is displayed again with
the new driver version information (Figure 15).
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Figure 15. ORiNOCO PC Card Properties Window

ORINDCO PC Card (5 volt) Properties ed |

Genelall Advanced Driver I Flesourcesl

ORINOCO PC Card [5 walt]

Driver Provider: Agere Spstems

Diriver D ate: B/28/2002

Driver Wersion: 7.E2.0.230

Digital Signer: Microzoft Windows Hardware Compatibility Publ
To wiew detailz about the driver files loaded for this device, click Driver

Detailz. To uningtall the driver files for thiz device, click Uninstall. To update
the driver files for thiz device, click Update Driver.

Uninztal | Update Driver... |

Biiver Detall

Cloze | Cance| |

17. Click Close and then click OK to exit the ORINOCO PC Card (5 volt) Properties
window. You have successfully installed the new driver for the wireless client
adapter. Go to section 2.2 to install the Client Manager and configure wireless access.

2.2 Installing Client Manager and Configuring Wireless Access

Follow these steps to install the Client Manager and configure wireless access.

2.2.1 Installing Client Manager

Follow these steps to install the Client Manager.

e

1. Open the Client Manager folder, then click the Setup icon S¢"P-€X®  The Wireless
Client Manager Setup window is displayed (Figure 16).
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Figure 16. Wireless Client Manager Setup Window

Wireless: Client Manager V.

Client Manager Setup

‘Welcome to the InstallShield Wizard for Wireless

Client Manager

The InstallShield® Wizard wil install Wieless Client
Manager on your computer. Ta continue. click et

2. Click Next. The Client Manager Setup/License Agreement window is displayed
(Figure 17).

Figure 17. License Agreement Window

Client Manager Setup
License Agreement

Please read the following license agreement carefully.

Press the PAGE DOWHM kep to see the rest of the agreement.

Avapa lnc. 2002 :I

“wireless Drivers, Firmware & Toolz Software
Copyright [2] 2002 Avaya Inc.
All Rights Fleservec‘u

Avaya IMCEND USER LICENSE AGREEMENT
FOR SOFTwARE AMND DOCUMENTATION

||
Do you accept all the termsz of the preceding Licensze Agreement? If you choose Ma, the
setup will close. To install Wireless Client Manager, vou must accept this agreement.
|retallShield
< Back Yes Mo I

3. Click Yes. The Client Manager Setup/Choose Destination Location window is
displayed (Figure 18).
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Figure 18. Client Manager Setup/Choose Destination Location Window

client Manager Setup x|

Choose Destination Location

Select folder where Setup will install files.

Setup will inztal Wireless Client Manager in the follawing folder.

Toinztall to this folder, click Mext. Toinstall to a different folder, click Browse and select
anather folder.

C:%Program FilesYwirelesshClient Manager Browse... |

|retallShield

" Drestination Folder

¢ Back Cancel |

4. Click Next. The Client Manager Setup/Select Program Folder window is
displayed (Figure 19).

Figure 19. Client Manager Setup/Select Program Folder Window

Client Manager Setup

Select Program Folder

Pleaze zelect a program folder.

Setup will add program icons to the Program Falder listed below. *ou may tupe a new folder
name, of select one from the existing folders list. Click Mest to continue.

Erogram Folders:

Existing Folders:

By (=53

Action Request System
Adminiztrative Tools
Hovapa Wireless

Cizco Systems

Cizco Systems WP Client

Dell dcceszones

Micrazoft Office Toaols

Metzcape Communicator ;I

|netallshield

< Back | MHext > I Cancel |

5. Click Next. The Client Manager Setup/Select the language of your Client
Manager window is displayed (Figure 20).

Avaya-Client-v1l_3.doc 12 February 24, 2004



Avaya Wireless LAN Client Setup Procedures

Figure 20. Client Manager Setup/Select the language of your Client Manager Window

Client Manager Setup

Select the language of your Client Manager.

-. Frangais
| Espafiol
] Italiano

] Japanese

] Deutzch

] Chinese [Simplified]

] Korean

] Chinese [Traditional)

|retallShield

¢ Back Hest > Cancel

6. Check the English checkbox.

7. Click Next. The InstallShield Wizard Complete window is displayed (Figure 21).
Figure 21. InstallShield Wizard Complete Window

Client Manager Setup

InstallShield Wizard Complete

Setup has finished installing ‘Wireless Client Manager ot your
cormputer.

[ i'd like ta start the Client Manager

< Back | Finish I [Cance| |

8. Make sure that I’d like to start the Client Manager is not checked.

9. Click Finish.

10. Restart the computer. You have successfully installed the Client Manager. Go to
section 2.2.2 to configure wireless access.

2.2.2 Configuring wireless access using Client Manager

Follow these steps to configure wireless access in both NIH user and guest/patient areas.
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1. On your desktop, click Start — Programs — Wireless — Client Manager (Figure
22).

Figure 22. Client Manager Menu

hetscape SmartUpdate

Mew Office Document

Open Office Document

Set Program Access and Defaults
‘Windows Lpdate

Solarwinds 2003 Skandard Edition ¥

Programs » Accessories
Microsaft Word
BramEE > @ Outlook Express

I

@ Cisco Systems YWPM Client
I% Settings L4

SolarWinds 2003 Standard Edition
% Search > Avaya Wireless

=

Run..

&) shutoown..
[fstart || 1 @

2. The Wireless Client Manager window is displayed (Figure 23).

bl v T -

w|Location: CiiPragram FilesiWirels

J @al.doc - Microsoft Word |

3. Select Actions on the menu bar, then select Add/Edit Configuration Profile.
Figure 23. Wireless Client Manager/Actions Menu

& Wireless Client Manager - 10] x|

File | Actions Advanced Help

&ddfEdit Configuration Prafile : .
Select Configuration Profile 3 i erelE IEITIII't.'r' j
— Statuz
Searching far nebwork.
Channel 10
E nciwptian i
Signal
zgtrength

Help |

4. The Add/Edit Configuration Profile window is displayed (Figure 24).
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Figure 24. Add/Edit Configuration Profile Window

= Add/Edit Configuration Profile

— Select Profile

Edit

Delete

|lze thiz zcreet bo;

- Activate a wirelesz profile from the pull-down menu.
- Add Edit or Delete a uzer-defined wirglezs prafile.

x|

LCancel |

Help |

5. Click Edit. The Edit Configuration/Select Profile window is displayed with
Default in the Profile Name box (Figure 25).

Figure 25. Edit Configuration/Select Profile Window (Default)

2

— Select Prafile
Profile Mame: Metwork. Type:
Ciefaul Access Point j

- Select the Hetwark. Type to identify the tppe of
wirelezs connection for thiz profile.

- |dze thiz soreen o azsign a name ko vour wireless prafile.

< Back I Mewt > I

Help

meaning to you (Figure 26).

Point from the drop-down menu.

In the Profile Name box replace the default profile name with a name that has

Example: NIH Wireless LAN. Inthe Network Type box, select Access
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Figure 26. Edit Configuration/Select Profile Window (NIH Wireless LAN)

_-:_‘1" Edit Configuration

2%

— Select Profile

Profile M ame: M etwork, Tupe:

MIH Wireless Lk Aocess Paint

-

- Select the Metwark. Type ta identify the tupe of
wirelezs connection for thiz profile.

- Use this screen to assign a name to your wirgless profile,

< Back I Hest » I

Help

6. Click Next. The Edit Configuration/Identify Your Network window is displayed

(Figure 27).

Figure 27. Edit Configuration/Identify Your Network Window (blank)

M Edit Configuration

2l x|

— |dentify viaur Metwark,

Metwork. M ame:

Scan |

- Usze thiz screen ta identify the Metwark Mame of the wireless
nebwork to which pou wizh to connect your computer.

¢ Back I Hext > I

Help

7. In the Network Name box enter the <NIH standard SSID for NIH users> (Figure

28).
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Figure 28. Edit Configuration/Identify Your Network Window (NIH Standard SSID for
NIH users)

_SMEdit Configuration ed |

— ldentify 'aur Metwark:

M etwork, M arme:

Enter <5510 for MIH uzers> Here Scan |

- Ize thiz screen to identify the MNetworl: Mame of the wirelezs
nebwork, boowhich you wigh to connect your computer.

< Back I Mewut » I Help

8. Click Next. The Edit Configuration/Set Security window is displayed (Figure 29).
Figure 29. Edit Configuration/Set Security Window (blank)

SMEdit Configuration ed |

—Set Security

I™ Enable Data Securit

€ Use flphanumenc Characters [049) 2.2, 5]
% se Hexadecimal [0-9, &+, &-F]

Fepl |
Kep2 |
Kepd |
Keyd |

Encrypt data with: I Fen 1 * I

< Back I Hest » I Help |

a. Check the Enable Data Security checkbox (Figure 30).
b. Select Use Hexadecimal (0-9, a-f, A-F).
c. Inthe Key 1 box enter the <NIH standard WEP encryption key>.
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d. Inthe Encrypt data with box select Key 1 from the drop-down menu.
Figure 30. Edit Configuration/Set Security Window

_SMEdit Configuration ed |

—Set Security

[V Enable Data Security
i |Uze pslphanumernic Characters [0-9, a2, 4-F)
¥ Use Hexadecimal (0-9, a+. &-F]

Keyl |
Kep2z |
Kepa |
Key 4 |

Encrept data with: IKE.'r' 1 vI

< Back I Hewt > I Help |

9. Click Next. The Edit Configuration/Power Management window is displayed
(Figure 31).

Figure 31. Edit Configuration/Power Management Window

SMEdit Configuration ed |

— Poweer Management

{* 0t [default power consumphion and high performancel

" On [lower power consumption and performance]

- Enable Power M anagement for low power consurphion and
wirelezs performance.

- Dizable Power Management for default power consumption
and high wirelesz perfarmance [default].

< Back I Hest » I Help

10. Select Off (default power consumption and high performance).

11. Click Next. The Edit Configuration/TCP/IP Behavior window is displayed (Figure
32).

Avaya-Client-v1l_3.doc 18 February 24, 2004



Avaya Wireless LAN Client Setup Procedures

Figure 32. Edit Configuration/TCP/IP Behavior Window

SMEdit Configuration ed |

— TCPAP Behawiar

v Renew P Addiess when selecting thiz profile

- Use this screen to control the TCPYIP protocol behavwior
when switching fram one wirgless prafile to anather.

< Back I Finizh I Help

12. Check Renew IP Address when selecting this profile.

13. Click Finish. You have finished configuring wireless access for NIH user areas.
The following steps explain how to configure a profile for accessing the wireless LAN in
guest and patient areas.

14. In the Wireless Client Manager window (Figure 23) click Actions on the menu bar.
Select Add/Edit Configuration Profile. The Add/Edit Configuration Profile
window is displayed (Figure 33).

Figure 33. Add/Edit Configuration Profile Window

;ﬁ Add;/Edit Configuration Profile 2=l

— Select Profile

Edit

Delete

i

|z thiz screen to:

- Achvate a wireless profile from the pull-dovn mend.
- Add Edit or Delete a uzer-defined wireless prafile.

0k I LCancel Help
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15. Click Add. The Edit Configuration/Select Profile window is displayed with
Default in the Profile Name box (Figure 34).

Figure 34. Edit Configuration Window (Default)

_-:_‘1" Edit Configuration

2%

— Select Profile

Profile M ame: M etwork, Tupe:

Aocess Paint

-

- Select the Metwark. Type ta identify the tupe of
wirelezs connection for thiz profile.

- Use this screen to assign a name to your wirgless profile,

< Back I Hest » I

Help

a. In the Profile Name box enter a meaningful name for the profile (Figure 35).

Example: NIH Wireless for Guest

b. In the Network Type box make sure that you select Access Point.
Figure 35. Edit Configuration Window (NIH Wireless for Guest)

2l

— Select Prafile
Brofile Mame: Metwork, Type:
MIH “Wireless for Guest Access Point j

- Select the Metwark Type to identify the twpe of
wireless connection for this profile.

- |lze thiz soreen o azsign a name ko pour wirgless praofile.

¢ Back I Mest » I

Help
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16. Click Next. The Edit Configuration/Identify Your Network window is displayed
(Figure 36).

17. In the Network Name box enter the <NIH standard SSID for guest>.
Figure 36. Edit Configuration/Identify Your Network Window

SMEdit Configuration ed |

— ldentify 'our Metwork,

Metwork, Mame:

Enter <5510 for Guestr Herdl Scan |

- |lze this soreen o identify the Metwaork, Mame of the wireless
nebwiork, ko which you wigh to connect pour computer.

< Back I Mest » I Help

18. Click Next. The Edit Configuration/Set Security window is displayed (Figure 37).
Figure 37. Edit Configuration/Set Security Window (blank)

MEdit Configuration 7] x|

—Set Securty

[~ Enable Data Securité

e e

% |Use flphanumenic Characters (009, a-2, 5]
€ Use Hexadecimal [0-9, &, &-F

Fepl |
key2 |
|
|

ey 3
ey d

Encrypt data with: I Fey 1 - I

¢ Back I Mewt > I Help |

a. Check the Enable Data Security checkbox (Figure 38).
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b. Select the Use Hexadecimal (0-9, a-f, A-F) option.
c. Inthe Key 1 box enter the <NIH standard WEP encryption key>.

d. Inthe Encrypt data with box select Key 1 from the drop-down menu.
Figure 38. Edit Configuration/Set Security Window

_SMEdit Configuration ed |

—Set Security

[V Enable Data Security
i |Uze pslphanumernic Characters [0-9, a2, 4-F)
¥ Use Hexadecimal (0-9, a+. &-F]

Keyl |
Kep2z |
|
|

Key3
Fepd

Encrept data with: IKE.'r' 1 vI

< Back I Hewt > I Help |

19. Click Next. The Edit Configuration/Power Management window is displayed
(Figure 39).

20. Select Off.
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Figure 39. Edit Configuration/Power Management Window

SMEdit Configuration ed |

— Power banagement

fo 0K [default power conzurnphion and bigh perfarmance

" On [lower power consurnption and performance]

- Enable Fower b anagement for low power consumption and
wirelezs perfarmance.

- Dizable Power Management for default power consumption
and high wirelesz perfarmance [default).

< Back I Hest » I Help

21. Click Next. The Edit Configuration/TCP/IP Behavior window is displayed (Figure
40).

22. Check Renew IP Address when selecting this profile.
Figure 40. Edit Configuration/TCP/IP Behavior Window

_MEdit Configuration el

— TCP/IP Behavior

v Fenew IF Address when selecting thiz profile

- Uze thig 2creen to control the TCPAAP protocol behavior
wihen switching from one wireless profile to anather,

< Back I Firizh I Help

23. Click Finish. The Add/Edit Configuration Profile window is displayed (Figure 41).
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Figure 41. Add/Edit Configuration Profile/Select Profile Window

_ﬁ Add/Edit Configuration Profile ed 4

— Select Profile

I MIH “wWirgleszs for Guest j

Edit

Delete

|lze thiz zcreet bo;

- Activate a wirelesz profile from the pull-down menu.
- Add Edit or Delete a uzer-defined wirglezs prafile.

] LCancel Help |

24. Click OK to finish. The TCP/IP window is displayed (Figure 42).
Figure 42. TCP/IP Window — Waiting for Wireless Connection

x

' aiting for a wireless connection to be establizhed...

25. Click Close. The Wireless Client Manager window is displayed (Figure 43).
Figure 43. Wireless Client Manager Window

E wireless Client Manager o ]
File Actions Adwanced Help

Current configuration profile INIH wireless for Guest j
— Status
Searching for netwaork. : guest
Chatrel 210
E nryptian :On
Signal
strength

Help |

If you do not click Close, the following window is displayed (Figure 44).
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Figure 44. TCP/IP Window — No Wireless Connection

x

& Mo wireless connection was established. & new IP address was not requested!

Click OK to continue. The Wireless Client Manager window is displayed.

26. On the menu bar click Actions — Select Configuration Profile. Select the NIH
Wireless profile (Figure 45) to connect to the wireless LAN for NIH users.

Figure 45. Wireless Client Manager — Actions Menu

E Wireless Client Manager =101 ]
File | Actions Advanced Help
T AddyEdit Configuration Profile |
Select Configuration Profile 4 Default

MIH Wireless LA

uest j

Statuz
Searching forr ® MIH Wireless For Guesk
Channel 10
Encryption - On
Signal
strength

Help

You have successfully configured wireless access for the NIH user and guest/patient
wireless LANs. When you enter a guest/patient wireless LAN area, follow step 26 and

select the NIH Wireless for Guest profile.
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3 Windows XP

In Windows XP you must perform three steps to install the correct client adapter driver
and configure wireless access:

e Install Microsoft-provided driver and upgrade driver to Avaya version
e Install Client Manager

e Configure wireless access

3.1 Installing and Upgrading the Wireless Client Adapter Driver

Follow these steps to install the native (Microsoft) wireless adapter driver and upgrade to
the Avaya driver.

1. Insert the ORINOCO Wireless Adapter into the PCMCIA slot. Windows XP will
detect this adapter and automatically install the native wireless adapter driver.

2. After the native driver is installed, the Wireless Network Connection window is
displayed automatically (Figure 46).

Figure 46. Wireless Network Connection Window

Wireless Hetwork Connection 3

The following wireless network(z] are available. To access a
wirelezs nebwark, select it fram the list, and then click Connedct.

Available wireless netwarks:

+ [ —

Thiz wireless network, requires the uge of a netwark key PYEF). Ta
acceszs this nebwork, twpe the key, then click Connect,

Metwaork, key: | |

Enable IEEE 802 1% authentication for this netwark:

IF wou are having difficulty connecting to a network, click Advanced.

Connect ][ Canicel

3. Click Cancel.
4. On the Desktop click Start — Control Panel —

i
Network and Internet Connections k= -
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-
Network Connections -

Wireless Metwork Connection 3
Wireless connection unavailable

Wireless Network icon T Y ORrHoco wirslss LaRC Ca.

The Wireless Network Connection window is displayed (see Figure 46).

5. Click the Advanced button. The Wireless Network Connection Properties window

is displayed (Figure 47).

Figure 47. Wireless Network Connection Properties Window

X

-4 Wireless Network Connection 3 Properties

General |Wireless Metworks | Advanced

Connect uzing:

‘ ES ORMNOCO Wieless LAM PC Card [5 wolt]

Thiz connection uses the following items:

="t Client for M Metworks

,@ File and Printer Sharing for Microsoft Metworks
4= 05 Packet Scheduler

% Intemet Protocol [TCPAAR)

[ Ingtall... ] [ Uningtall ] [

Properties

Diezcription

Allows pour computer o access resources on a Microsaft
netwark.

Show icon in notification area when connected

ok JI

Cancel

|

6. Click the Configure button. The ORINOCO Wireless LAN PC Card Properties

window is displayed.

7. Click the Driver tab to upgrade the Windows native driver to the new/current

wireless adapter driver (Figure 48).
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Figure 48. ORiINOCO Wireless LAN PC Card Properties Window

ORINOCO Wireless LAN PC Card (5 volt) Properties [ |[X]

General | Advanced | Driver | Resouces

ORIMOCO Wireless LAN PC Card [5 valt)

Driver Provider:  Microsaft

Driver D ate: 74/200

Driver Yergion; 7.43.09

Digital Signer: Microsoft Windows =P Publisher

| Driver Details.. | To view details about the driver files.

Update Driver... To update the driver for this device.
Fioll Back Dri If the device fails after updating the driver, rol
back to the previously installed driver.

Uninstall To uninztall the driver [Advanced].

’ oK ][ Cancel ]

8. Click the Update Driver button. The Hardware Update Wizard window is
displayed (Figure 49).

Figure 49. Hardware Update Wizard Window
Hardware Update Wizard

Welcome to the Hardware Update
Wizard

Thiz wizard helps you inztall zoftware for:

ORINOCO “Wirgless LaW PC Card [5 walt)

\') If your hardware came with an installation CD
&2 or Hoppy disk, inzert it now.

What do pou want the wizard to do?

O Install the software automatically (Fecommended)

Click Next to continue,

[ MHest » l’ Cancel ]

9. Select Install from a list or specific location (Advanced).
10. Click Next. The Search and Installation Options window is displayed (Figure 50).

11. Under Search for the best driver in these locations, select Search removable
media (floppy, CD-ROM) if you plan to install the new driver from the CD-ROM
drive. If you downloaded the new driver from the Avaya Web site and saved it on
your computer, then select Include this location in the search and click Browse to
browse to the directory containing the new driver file.
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Figure 50. Hardware Update Wizard/Search and Installation Options Window

Hardware Update Wizard

Please choose your search and installation options.

(%) Search for the best driver in these locations.

|Jze the check baowes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[] Search removable media [floppy, CO-ROM...)
Inelude thiz location in the search:

D Whwapah S oftwanehiwfinPYPC Card v Brawse

() Don't search, | will choose the driver b install

Choose thiz option to select the device driver from a list. ‘Windows does not quarantes that
the driver you choose will be the best match for vour handware,

l ¢ Back ” Mest ][ Cancel ]

12. Click Next. After Windows updates the new driver, the Completing the Hardware
Update Wizard window is displayed (Figure 51).

Figure 51. Completing the Hardware Update Wizard Window

Hardware Update Wizard

Completing the Hardware Update
:‘?\ Wizard

The wizard haz finizhed ingtalling the software for

ORNOCO PC Card (5 volt)

Click. Firizh bo cloze the wizard.

13. Click Finish. The ORINOCO PC Card Properties window is displayed again,
showing the new driver version information (Figure 52).
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Figure 52. ORiNOCO PC Card Properties Window

ORiNOCO PC Card (5 volt) Properties

Drriver Provider:
Driver Date:
Driver Wersion:

Digital Signer:

 Driver Detals..

Boll Back Driver

Uninztall

General | Advanced | Driver | Resources

ORINOCO PC Card [5 walt)

Agere Systems

B/28/2002

7.62.0.390

Mizrozaft Windows Hardware Compatibility Publ

To view details about the driver files,

To update the diver for thiz device.

If the device failz after updating the driver, rall
back to the previously installed driver.

To uninztall the driver [Advanced).

Cloze

14. Click Close. You have completely upgraded the new driver for the wireless client

adapter. Continue with section 3.2 to install the Client Manager.

3.2 Installing the Client Manager for Windows XP

Follow these steps to install the Client Manager.

1. Open the Client Utility folder.

A

2. Double click the Setup.exe icon Setupexe

3. The Wireless Client Manager/Client Manager Setup window is displayed (Figure

53).
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Figure 53. Wireless Client Manager/Client Manager Setup Window

CtoLlient Manage: Satup
Wireless Client Manager 12,92

Wekcoma b tha bnalal haskd Wissrd o Wieslens
Cleoed Mansgen

Tin st e vl e vpins Clort
Viaruages or e ciespuden 110 sardram. ok Mest

4. Click Next. The Client Manager Setup/License Agreement window is displayed
(Figure 54).

Figure 54. Client Manager Setup/License Agreement Window

Client Manager Setup

License Agreement

Please read the follwing icense agreement carefully.

Press the PAGE DOWH key to zee the rest of the agreement,

FS
Avaya Inc. 2002 3
Wireless Divers, Firmware & Tools Software
Copynght [c] 2002 Avaya Inc.
All Rights Reserved
aira IMC, END USER LICEMSE AGREEMENT
FOR SOFTWARE AND DOCUMEMTATION "

Do pou accept all the terms of the preceding License Agreement’ IF you chooze Ha, the
zetup will cloge. Toinstall Wireless Client Manager, vou must accept this agresment.

InztallShield

¢ Back Yes No |

5. Click Yes. The Client Manager Setup/Choose Destination Location window is
displayed (Figure 55).
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Figure 55. Client Manager Setup/Choose Destination Location Window

Client Manager Setup

Choose Destination Location

Select folder where Setup will install files.

Setup will install Wireless Client Manager in the following folder.

another folder,

Destination Folder

D:\Program FilesyWirelesshClient Manager

< Back

To inztall to thiz folder, click Mest. To install ta a different folder, click Browse and select

Browsze...

Cancel ‘

6. Click Next. The Client Manager Setup/Select Program Folder window is

displayed (Figure 56).

Figure 56. Client Manager Setup/Select Program Folder Window

Client Manager Setup

Select Program Folder

Please select a program folder,

Program Folders:

Setup will add program icons to the Program Folder lizted below. ou may tepe a new folder
name, or elect one from the exizting folders list. Click Mest to continue.

E sisting Folders:
Administrative Toolks
Cizco Systems
Games
Hurnrningbird Connectivity V7.1

Java 2 Runtime Ervironment

Java 2 SOK Standard E dition +1.3.1_02
Microsoft Office Tools

Metwork Aszociates

< Back Mewt » |

Cancel ‘

7. Click Next. The Client Manager Setup/Select the language of your Client

Manager window is displayed (Figure 57).
8. Check the English checkbox.
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Figure 57. Client Manager Setup/Select the language of your Client Manager Window

Client Manager Setup

Select the language of pour Client Manager.

English

[ Frangais

(] Ezpafiol

[ Italiaro
[]Japanese

] Deutzch

[] Chinese [Simplified]
[ ] Korean

(] Chinese [T raditional)

< Back MHest » | Cancel ‘

9. Click Next. The Client Manager Setup/InstallShield Wizard Complete window is
displayed (Figure 58).

10. Make sure that I’d like to start the Client Manager is not checked.
11. Click Finish.
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Figure 58. Client Manager Setup/InstallShield Wizard Complete Window

Client Manager Setup

InstallShield Wizard Complete
]

Setup haz finizhed installing \irelezs Client Manager on pour
canmputer.

[ 1'd ke to start the Chent Manager

Finizh |

12. Restart the computer. You have successfully installed the Client Manager. Continue
with section 3.3 to configure wireless access.

3.3 Configuring Wireless Access Using Client Manager

Follow these steps to configure wireless access. You will set up two profiles: one for NIH
users and one for access in guest/patient areas.

1. On your desktop, click Start — Programs — Wireless — Client Manager.

The Wireless Client Manager window is displayed (Figure 59).

Figure 59. Wireless Client Manager window

= Wireless Client Manager, |Z||:| [g|

File Actions Advanced Help

Statuz

Searching for network,
Channel 210
Encryption . CIff

Signal
strength

Help |

2. Select Actions on the menu bar and select Add/Edit Configuration Profile. The
Wireless Network Connection Properties window is displayed (Figure 60).
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Figure 60. Wireless Network Connection Properties Window

- Wireless Network Connection 8 Properties E|E|

General | ‘Wireless Metworks |.t’-‘«d\-'anced

[¥]ize ‘wWindows o confiqure my wireless nebwork settings

Available networks:
Ta connect to an available network, click Configure.

i LConfigure

Frefemed networks:

Automatically connect to available networks in the order listed
below:

Add...

Learn about setting up wireless netwark,
configuration,

[ aF. ][ Cancel ]

3. On the Wireless Networks tab, click Advanced at the bottom right corner. The
Advanced window is displayed.

4. On the Advanced window, select Access point (infrastructure) networks only
(Figure 61).

Figure 61. Advanced Window With Change

Advanced

Metwarks to access

() &rw available network [access point prefemed)

(®)ibccess point (infrastructure] networks ol

() Computer-to-computer [ad hoc] networks only

[ ] Autamatically connect to non-prefered nebwark

Cloze

5. Click Close to return to the previous window (Figure 60).

6. On the Wireless Network Connection Properties window, click the Add button.
The Wireless network properties window/Association tab is displayed (Figure 62).

Avaya-Client-v1l_3.doc 35 February 24, 2004



Avaya Wireless LAN Client Setup Procedures

Figure 62. Wireless Network Properties Window/Association Tab

Aszzociation | Authentication

Wetwark name [S510]: Enter <5510 for MIH Users: here
Wirelezs network, key [WEP)

This network. requires a key for the following:

[41Data encrvption [WEP enabled]
] Network Authentication [Shared mode]

Metwark key: LT T I T YT Y Y Y
Caonfirmn network key: T I T YT YT YYY Y
Ky index (advanced): 1

[ The key is provided for me autamatically

[ QK H Cancel ]

e o o 9

c.

In the Network name (SSID) box enter the <NIH standard SSID for NIH users>.
Check the Data encryption (WEP enabled) checkbox.
Uncheck The key is provided for me automatically.

In the Network key and Confirm network key boxes enter the <NIH standard
WEP encryption key>.

In the Key index (advanced) box select 1.

7. Click OK to save and return to the previous window.

Now you need to add a second profile for access to the wireless LAN in guest and
patient areas.

8. On the Wireless Network Connection Properties window click Add. The Wireless
Network Properties Window/Association tab is displayed (Figure 63).

Enter the <NIH standard SSID for guest> in the Network name (SSID) box.

Uncheck The key is provided for me automatically. The Network key and
Confirm network key options will become active.

Enter the <NIH standard WEP encryption key> in the Network key and Confirm
network key boxes.

In the Key index (advanced) box select 1 from the drop-down menu.
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Figure 63. Wireless Network Properties Window/Association Tab

Wireless network properties

Azzociation |Authenticatinn

Metwark name [S510]: Enter <5510 for Guest here |

Wirelegs network, ke (WEP)
This netvork, requirez a key for the following:

Data encryption MWEFP enabled)
] Network duthentication [Shared mode)

tetwork, ke

Confirm nebwark, ke |tooooootooooooo.ooootoo |

Key index [advanced):

[1 The key is provided for me automatically

[ Ok H Cancel ]

9. Click OK to finish configuring the profile for wireless access in guest and patient
areas. The Wireless Network Connection Properties/Wireless Networks window
is redisplayed, showing the SSIDs that were added earlier (Figure 64).

Figure 64. Wireless Network Connection Properties/Wireless Networks With Changes

-4 Wireless Network Connection & Properties E|g|

General | Wireless Netwarks |Advanced

Uze Windows ta configure my wireless network settings

Available networks:
To connect to an available network, click Configure,

i LConfigure

Preferred natworks:

Automatically connect to available networks in the order listed

below:

A ap3

b
| Add... |[ Remove ][ Properties ]

Learn about setting up wireless netwark
configuration.

[ ak ][ Cancel ]

Note: This figure is just an example. The information shown on your system will be
different.
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10. On the Wireless Network Connection Properties/Wireless Networks window,
click OK to save all changes.

Congratulations! Now, the wireless client should be able to associate automatically with

one of the access points, depending on your location: NIH users area or guest/patient

area.
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4 Windows NT

In Windows NT, perform two steps to install the correct client adapter driver and
configure wireless access:

e Install the Avaya wireless client adapter driver

e Configure wireless access

4.1 Installing the Wireless Client Adapter Driver

This section will guide you through how to install the Avaya Client Adapter driver on
Windows NT.

1. Download the client driver and utility from
http://sdp.cit.nih.gov/downloads/wireless_lan.asp.

2. Unzip the AV_WINNT PC SFTX SR0201.zip file to a desired folder.
3. Insert the client adapter into the PCMCIA slot.

4. Click Start — Control Panel.
Figure 65. Control Panel/Network Icon

B3 Control Panel Mi=] E3

File Edit “iew Help

I@ Cortral Panel j .}'ollﬁl il Xll _E

& &ceessibility Options % Firnd Fast % Multimedia

&dd/Remove Programs E"D Fonts W

W Consale @ [nternet Dptionz % PC Card [PCHClA)

_' Data Sources [ODEC) ﬂ K.epboard 5:? Puorts

& DatesTime @ b il @ Prirters

G Devices @ Modermns Q Reqgional Settings

L Dizplay ff:) Mouze % SCS| Adapters
_ | 2]
|En:nnfigures nebwiork, hardware and zaftware o

5. Double click the Network icon (Figure 65). The Network window is displayed
(Figure 66).
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Figure 66. Network Window
Network [ 7]

Identification |Sewice$| F'rotocolsl .-’-‘«daptersl Eindingsl

YWindows uzes the fallowing infarmation ta identify your
computer on the network. “'ou may change the name for
thiz cormputer and the warkgroup ar domain that it will
appear in.

Computer Name:  [CITDCSDSSTLAPA

Damnair: INIH

ak. | Cancel |

6. Click the Adapters tab (Figure 67).

Figure 67. Network Window/Adapters Tab

Identificationl Sewicesl Protocols  Adaplers | Bindingsl

Metwork Adapters:

Add.. Bemove Properties... Update

Item Mates:
FES74B-3Com 104100 LAN PCCard-Fast Ethermnet

oK I Cancel |

7. Click Add. The Select Network Adapter window is displayed (Figure 68).
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Figure 68. Select Network Adapter Window
Select Hetwork Adapter E E

Click the Network, Adapter that matches your hardware, and then

Erml click OK. [f pou have an installation disk for this companent, click
= Have Disk.

Metwork Adapter:

B 3Com 3CH02 154 16-bit Ethemet Adapter 3

B8 3Com Etherlink || Adapter [alsa 1416 and 11416 TP)

3Com Etherlink, 1 154/PCMCLA Adapter
B8 3Com EtherLink 1l PCI Bus-baster Adapter [3C590)
3Com Etherlink16/EtherLink16 TP Adapter

|
B D e Cmnb Dl el OCL AN ONDACE T A A b (2TEOE]

ak | Cahicel |

8. Click Have Disk. The Insert Disk window is displayed (Figure 69).
Figure 69. Insert Disk Window

Inzent Dizk E

|nzert dizk with zoftware provided by the zofbware or K
\@ hardware manufacturer, [f the files can be found at a -
different lozation, far example an ahather drive type a |

new path ko the files below, Lzl

2]

9. On the Insert Disk window, enter the full path to where the driver file is stored
(Figure 70). For example:

C:\wireless\avaya\client sw\win nt\PC Card

Figure 70. Insert Disk Window: Driver Path

Inzernt Digk <]
Insert disk with saftware provided by the software or oK.
Iﬁ hardware manufacturer. |f the files can be found at a -
different location, for example on anather drive type a Bl |
new path ta the files below.

|C:\wireless\ava_l,la\client_sw\win_nt\F'C_Carcl

10. Click OK. The Select OEM Option window is displayed (Figure 71).
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Figure 71. Select OEM Option Window

Select DEM Option 5]

Chooze a software supported by thiz hardware manufacturer's disk.

g
Wwireless PCI Card

QK I Cancel | Help |

11. Select Wireless PC Card and click OK. The system starts to copy files. You will be
returned to the Network window after the installation process is completed (Figure
72).

Figure 72. Network Window
Hetwork EHE

Identificationl Servicesl Protocol:  Adapters | Bindingsl

Metwork Adapters:

ﬁn] FE574B-3Com 104100 L&N PCCard-Fast Ethemet |
B8 [2] Wireless PC Card

Add... Eemoye Eraperties... 1 pdate

leem Mates:

Cloge I [atize] |

12. Click Close. The system starts to install and configure additional files for the wireless
adapter. During this process, the Microsoft TCP/IP Properties window is displayed
(Figure 73).
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Figure 73. Microsoft TCP/IP Properties Window

Microsoft TCP/IP Properties

IP Addiess | DNS | WINS Address | Routing|

A0 P address can be automatically azzigned to this network card
by a DHCF zerver. |f your network does not have a DHCF server,
azk your network administrator for an address, and then type it in
the zpace below.

Adapter:

ast Ethermet

& Obtain an IP address from a DHCP server

' Specify an IP address

|Bsddress: I . . .
Subnet Mask: I . . .
[Efault Eateman: I . . .

Advanced... |
QK I Cancel | Sppl I

13. On the IP Address tab, in the Adapter box, follow the instructions in either step a or
step b:

a. If another network interface card was installed previously, select the wireless PC
card from the drop-down menu. Select Obtain an IP address from a DHCP
server.

The following warning window will be displayed (Figure 74).
Figure 74. Microsoft TCP/IP Warning Window
Microsoft TCP/IP

DHCP protocol will sttempt to automatically configure your workstation during system initialization. Any parameters
specified in these property pages will override any values obtained by DHCF. Do you want to enable DHCP?

Click Yes to continue. The Microsoft TCP/IP Properties window is displayed
(Figure 75).
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Figure 75. Microsoft TCP/IP Properties Window

Microsoft TCP/IP Properties EHE

IP Addess | DNS | WING Address | Fiouting |

A IP addrezs can be automatically aszigned to thiz netwark, card
by a DHCF gerver. |f pour network. does not have a DHCF server,
ask pour network administrator for an addiess, and then type it in
the space below.

Adapter:
121 wireless PC Card =l

¢ {btain an P address from a DHCP server

= Specify an P address

IEEddress: . . .
Subret i ask: . . .

[ efault Eateway: . . .
Advanced... |
| ok I Cancel | Apply |

Click OK. The system starts installing and configuring the wireless client adapter.
After this process is completed, you will be prompted to restart the computer
(Figure 76).

Figure 76. Network Settings Change Window

Metwork Settings Change

& r'ou muzt shut down and restart pour computer before the new zettings will take effect.

Do wouy want bo restart vour computer now’?

o |

Click Yes to restart.

b. Ifno other network interface card was installed previously, select Obtain an IP
address from a DHCP server on the Microsoft TCP/IP Properties window
(Figure 73). You may receive the following Microsoft TCP/IP warning window
(Figure 77). If so, click Yes to continue and you will be returned to the Microsoft
TCP/IP Properties window (Figure 78).

Figure 77. Microsoft TCP/IP Warning Message

Microsoft TCP/IP

DHCP protocol will attempt to automatically configure vour workstation during system initilization. &y parameters
specified in theze property pages will overide any walues obtained by DHCP. Do you want to enable DHCF?
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Figure 78. Microsoft TCP/IP Properties Window

Microsoft TCP/IP Properties EHE

IP Addess | DNS | WING Address | Fiouting |

A IP addrezs can be automatically aszigned to thiz netwark, card
by a DHCF gerver. |f pour network. does not have a DHCF server,
ask pour network administrator for an addiess, and then type it in
the space below.

Adapter:
121 wireless PC Card =l

¢ {btain an P address from a DHCP server

= Specify an P address

IEEddress: . . .
Subret i ask: . . .
[ efault Eateway: . . .

Advanced... |

| ok I Cancel | Apply |

Click OK to continue. The system starts to configure the wireless client adapter.
After this process is completed, you will be prompted to restart the computer

(Figure 79).
Figure 79. Network Settings Change Window

& 'ou must shut down and restart your computer before the new settings will take effect.

Do you want to restart your computer now?

o |

Click Yes to restart.

14. After the computer restarts, log in to the system. You should see a green light on the
client adapter. This means that the driver has been installed and configured correctly.

Congratulations! You have successfully installed the driver for the wireless client
adapter. Continue with section 4.2 to configure wireless access.

4.2 Configuring Wireless Access for Windows NT
Follow these steps to configure wireless access.

1. On the desktop right click the Network Neighborhood icon (Figure 80).
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Figure 80. Network Neighborhood Icon

iaﬁlarll Ducumenﬂ - Microsoft WUIE‘

ReWaD e
2. Scroll down to select Properties. The Network window is displayed (Figure 81).
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Figure 81. Network Window

_ ok | cned |

3. Select the Adapters tab and highlight the appropriate the wireless client adapter card
in the Network Adapters box (Figure 82).

Example: Wireless PC Card (Avaya)
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Figure 82. Network Window/Adapters Tab
Metwork EHE

Identificatinnl Servicesl Protocols  Adapters | Eindingsl

Hetwork Adapters:
BB [1] Cisco Systems 350 Senies PCMCLA Wireless LAN Ada...

i[2] "Wireless PC Card

Add... Hemove Froperties. . Update

tem Motes:

wwireless Metwork Adapher

s I Cancel

4. Click Properties. The Add/Edit Configuration Profile window is displayed (Figure
83).
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Figure 83. Add/Edit Configuration Profile Window

3 Add/E dit Configuration Profile

— Select Profile

Edit

Delete

I1ze thiz zcreet bo;

- Activate a wirelesz profile from the pull-down menu.
- Add Edit or Delete a uzer-defined wirglezs prafile.

(] I LCancel Help |

5. Click Edit. The Edit Configuration window is displayed (Figure 84).
Figure 84. Edit Configuration Window

5" Edit Configuration EH

— Select Profile

Profile Mame: M etwork Toupe:
Access Point j

- Usze thiz screen to aszign a hame to your wirgless profile.
- Select the Metwark Type to identify the tupe of
wireless connection for this profile.

< Hach I Hest » I Help

a. In the Profile Name box replace the default profile name with a meaningful
name.

Example: NIH Wireless LAN

b. Inthe Network Type box select Access Point from the drop-down menu.
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6. Click Next. The Edit Configuration/Identify Your Network window is displayed
(Figure 85).

Figure 85. Edit Configuration/Identify Your Network Window
M Edit Configuration EH

— Identify *'our Metwork,

M etwork, Marme:

|| Sean |

- Usze this screen to identify the Metwork M ame of the wirelezs
rebwiork, ko which you wizh ta connect paur computer.

< Back I Hest » I Help

7. In the Network Name box enter the <NIH standard SSID for NIH users>.
Figure 86. Edit Configuration/Identify Your Network Window with SSID

SMEdit Configuration ed |

— ldentify 'aur Metwark,

M etwork, Marme:

Enter <5510 for MIH users> Here Scan |

- Usze thiz screen to identify the Metwork M ame of the wirelezs
nebwiork, ko which you wizh to connect pour computer.

< Back I Hest » I Help

8. Click Next. The Edit Configuration/Set Security window is displayed (Figure 87).
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Figure 87. Edit Configuration/Set Security Window

SMEdit Configuration ed |

— Set Securty

¥ Enable Data Security
" Use Alphanumenic Characters [0-9, a-z, 42)
& |lze Hexadecimal [0-9, a4, &-F]

Feyl |
key2 |
|
|

Fep 3
Fep 4

Encrypt data with: IKE_I,I 1 "I

< Back I Hest » I Help |

a. Check the Enable Data Security checkbox.
b. Select Use Hexadecimal (0-9, a-f, A-F).
c. Inthe Key 1 box enter the <NIH standard WEP encryption key>.

d. Inthe Encrypt data with box select Key 1 from the drop-down menu.

9. Click Next. The Edit Configuration/Power Management window is displayed
(Figure 88).
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Figure 88. Edit Configuration/Power Management Window
M Edit Configuration EH

— Power banagement

0K [default power conzurnphion and bigh perfarmance

= On [lower power consurnption and performance]

- Enable Fower kanagement for low power consumption and
wirelezs perfarmance.

- Dizable Powveer Management for default power consumption
and high wirelesz perfarmance [default).

< Back I Hest » I Help |

10. Select Off (default power consumption and high performance).

11. Click Next. The TCP/IP Behavior window is displayed (Figure 89).
Figure 89. Edit Configuration/TCP/IP Behavior Window

T Edit Configuration

— TCPYP Behawvior

[ Fenew IP Address when zelecting this profile:

- |lze this soreen bo contral the TCPAP protocol behawiar
when zwitching from one wirelezs profile to another.

< Back I Mewt > I Help

12. Select Renew IP Address when selecting this profile.

13. Click Next. The Edit Configuration/NT Adapter Settings window is displayed
(Figure 90).
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Figure 90. Edit Configuration/NT Adapter Settings Window
M Edit Configuration EH

—MT Adapter Settingz
40 Base Address T
Irterrupt I'IEI j

- Usze this tab to wiew or modify the hardware settings of your
wirelezs PC Card, in caze af hardware caonflicts.

< Back I Finizh I Help

Note: In the I/O Base Address and Interrupt boxes accept the default values (400
and 10). Make sure the hardware doesn’t conflict before you click Finish.

14. Click Finish. The Network Window/Adapters tab is displayed (Figure 82).

Now, you need to add a new profile for access to the wireless LAN in guest and patient
areas.

15. Repeat steps 4 to 6.
16. In the Network Name box enter the <NIH standard SSID for guest>.
17. Click Next. The Edit Configuration/Set Security window is displayed.
a. Check the Enable Data Security checkbox.
b. Select Use Hexadecimal (0-9, a-f, A-F).
c. Inthe Key 1 box enter the <NIH standard WEP encryption key>.
d. Inthe Encrypt data with box select Key 1 from the drop-down menu
18. Repeat steps 9 to 14 to complete adding the profile for guest access.
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5 Macintosh 9.x

In Macintosh 9.x you must perform two steps to install the wireless client adapter driver
and configure wireless access:

e Install wireless client adapter driver

e Configure wireless access

5.1 Installing the Wireless Client Adapter Driver

Follow these steps to download and install the wireless client adapter driver.

5.1.1 Downloading the driver

1. Download the wireless client adapter driver from the CD-ROM or from the
http://sdp.cit.nih.gov/downloads/wireless _lan.asp website.

2. Select MAC OS to download. The Avaya Wireless.smi icon automatically appears
on the desktop after you download (Figure 91).

Figure 91. Avaya Wireless.smi Icon

1'{@}

Avaya Wireless smi

5.1.2 Installing the driver

1. Double click the Avaya Wireless.smi icon. The Avaya Wireless Installer window is
displayed (Figure 92).

Figure 92. Avaya Wireless Installer Window
[0 == [[5]| AvayaWireless Installer £ F]1 5
& 3 items, 1.1 MB available

&

ReadMe Srakaliee

EIC
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2. Double click the Installer icon. The Avaya Wireless Installer Welcome window is
displayed (Figure 93).

Figure 93. Avaya Wireless Installer Welcome Window

Avayva Wireless Installer =Fcgc)e)]F=—0=—H
BT 1 1 T OO RO
() Install To: [Alfﬂlfﬂ = ]
':::' Fermove

E Fun Setup Azsziztant after restart

“Welcorne to the Awaya Wireless installation tool,

Thiz selection will replace any prewvious wersion of Awaya Wireless on the chosen
disk. The dizk must not be locked, roust have at least 2MB of free space and rmust
have Mac 05 8.6 - 9% already installed.

Avaya Wireless Cancel ]H Install ]|

Note: In this example the name of the computer’s hard disk is “Alfalfa”.

Avaya-Client-vl_3.doc 55 February 24, 2004



Avaya Wireless LAN Client Setup Procedures

3. Click Install. The Software License window is displayed (Figure 94).

Figure 94. Software License Window

Software License

Araya Inc. 200

Lrraya Wieless Software and Diocunentation
Copyright @2001 Avmaya Ine.
&11 Rights Reserved

Lvaya Inc. END USER. LICENSE AGREEMENT
FOR SOFTWARE AND DOCULMENTATION

SOFTWARE.

BY INSTALLING, LOADING OR USING THE SOFTWAERE, YOU ARE CONSENTING
TO BEBOUND BY THIS AGEEEMENT. IF YOU DO NOT AGEEE TO ALL OF THE
TERNIS OF THIS AGREEMENT, DO NOT DOWNLOAD, COPY OR. INSTALL THIS

This text will be installed as "Avaya Wireless License® on Desktop of disk "Alfalfa”.

Avaya Wireless [ cancel |

[ | Agree To These Terms ]

P

4. Click I Agree To These Terms. The driver will be installed. The Installation
Completed notification window is displayed after the driver is successfully installed

(Figure 95).

Figure 95. Installation Completed Notification Window

earliest convenience,.

The installation completed successfully.
E S5ince you installed onto the current system

disk vou should restart the computer at your

|[ Done ]|

5. Click Done. Continue with section 5.2 to configure wireless access.
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5.2 Configuring Wireless Access

Follow these steps to configure profiles to have wireless access in NIH user and guest
areas.

1. Insert the ORINOCO wireless client adapter into the PCMCIA slot. The desktop

=

Avava Wireless

automatically displays the Avaya Wireless icon

2. Double click the Avaya Wireless icon. The TCP/IP (PPP to NIH) window is
displayed (Figure 96).

Figure 96. TCP/IP (PPP to NIH) Window

Connect via: | Ethernet built-in [ 4]

Setup
Configure: [ Uszing DHCP Server | v ]
DHCP Client ID: || |

P Addres=s: 169254 197 85
Subnet mask: 25525500
Router address: 169254 137 .85

Search domains

Marne server addr.. 224 0.0.251 cit.nib.goy
net.nibogow
nih.gov

@

3. In the Connect via box select Avaya Wireless from the drop-down menu (Figure
97).

4. In the Setup/Configure box select Using DHCP Server from the drop-down menu.
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Figure 97. TCP/IP (PPP to NIH) Window/Configuration

[1 &==————————=—=TCP/IP (PPP to NIH)
Connect via: [ dvaya Wireless | = ]
Setup
Configure [ Uszing DHCP Server | ¥ ]
DHCP Client ID: | |
IP &ddres=: < will be supplied by server »
Subnet rnask: < will be supplied by server =
Router address: < will be zupplied by server =
Search domains:
Mare setver addr.: < will be supplied by server > cit.nih.gow
net.nih.gow
nih.goy

5. Click the square icon [ at the top left of the TCP/IP window to close the window.
The Save Changes notification window is displayed (Figure 98).

Figure 98. Save Changes Notification Window

f Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

Don’t Save ] [ Cancel ]

6. Click Save.

7. On the desktop click the Apple icon n

8. Scroll down to select Control Panels — Avaya Wireless (Figure 99).
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Figure 99. Avaya Wireless Menu

nFiIE Edit View Window Special Help

About This Computer
AirPort
Apple DVD Player
_@ Apple System Profiler
Calculator
r= Chooser
¥ Control Panels

[}, Favorites
[4l Kev Cans

" H| =
Appearance
Apple Menu Options
p|  AppleTalk

Avaya Wireless

The Avaya Wireless window is displayed (Figure 100).

Figure 100. Avaya Wireless Window

O Avaya Wireless =
.. Gtatus
Current Metwork: - Searching -
Base Station Address: - Mone -
Signal Strength: |
.. Configurations
Active Configuration: Default
Lefault Activate
™
=]
.. Information
I -1 T 1] ———
Model: 3rd Party Gold Card i
] i Hardware: 4.0.0
Serial #: 01UT12412106 Primary Firmware: ¢.0.4
Address: 00 02 20 1E SE BE Station Firmware: 2.0.10
9. In the Configurations box click to highlight the Default profile.

10. Click Edit. The Avaya Wireless (Default) window is displayed (Figure 101).
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Figure 101. Avaya Wireless (Default) Window

=—— Avaya Wireless (Default) oo

@ Access Point / Base Station {:} Cormputer To Computer l:::' docess Server

|:| Conserve power when on battery |:| Jdain a Closed Metwoark
.| ] Use Encryption ... W by Open Metwaorl %
Transmit Using
Keyw 1: | | (S
Key 2: | | 7
[ =
Key 3: | | 7 —
P Key 4 | | :

[ Refresh ]

Avaya Wireless | cancel |

11. Select Access Point/Base Station.

12. Check the Join a Closed Network checkbox. The Network Name box appears
(Figure 102).
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Figure 102. Avaya Wireless (Default) Window/Network Name Box

Avaya Wireless (Default)

@ Access Point / Base Station {:} Cormputer To Computer l:::' docess Server

|:| Conserve power when on battery E Jdain a Closed Metwoark
....EUse Encryption ... Petwrork: Marme |
Transmit Using
Kew 1: ]| )
Key 2: | | o
Key 5 | | o
Key 4. | | i)

Avaya Wireless | cancel |

13. Enter the <NIH standard SSID for NIH users> in the Network Name box.
14. Check the Use Encryption checkbox.
15. Enter OX<NIH standard WEP encryption key> in the Key 1 box.

Note: Be sure to enter 0x (no space) before the WEP key. This is a special format
used for the Avaya Client adapter only.

16. Click Save. The Save Changes notification window is displayed (Figure 103).
Figure 103. Save Changes Notification Window

You are aboutto save changes to the active
configuration. This may interrupt yvour current
network access. Are you sure you wantto do

this?
[ Cancel ]

17. Click OK.
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You have successfully configured wireless access on Macintosh 9.x for NIH user areas.
Continue with the following steps to configure a profile for wireless access in NIH
guest/patient areas.

18. On the Avaya Wireless window (Figure 100) click Add. The Please enter a new
name for this configuration window is displayed.

19. Enter a meaningful name for this profile, then click OK.
Example: NIH Wireless for Guest
20. Repeat steps 11 and 12.
21. Enter the <NIH standard SSID for guest> in the Network Name box.
22. Repeat steps 14 to 17 to complete the configuration process.

Congratulations! You have finished configuring the wireless access profiles for NIH
users and NIH guest/patient areas. Select the appropriate profile on the Avaya Wireless
window for access in NIH user or guest/patient areas, depending on your location.
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